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OUTDOOR DOME IP CAMERA

This is a 1/3" CMOS Sensor IP camera with a built-in web server.
The user can view real-time video via |IE browser. It supports
H.264, and M- JPEG video compression, providing smooth and
high video quality. The video can be stored in Micro SD card and
playback remotely.

With a user friendly interface, it is an easy-to-use IP camera
which is designed for security application.
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Warnings, Cautions and Copyright

WARNING

TO REDUCE THE RISK OF FIRE OR ELECTRIC SHOCK, DO NOT EXPOSE THIS PRODUCT TO
RAIN OR MISTURE.

DO NOT INSERT ANY METALLIC OBJECT THROUGH VENTILATION GRILLS.

CAUTION

RISK OF ELECTRIC SHOCK DO
NOT OPEN

CAUTION : TO REDUCE THE RISK OF ELECTRIC SHOCK. DO NOT

REMOVE COVER (OR BACK).
NO USER-SERVICEABLE PARTS INSIDE.
REFER SERVICING TO QUALIFIED SERVICE PERSONNEL.

COPYRIGHT

THE TRADEMARKS MENTIONED IN THE MANUAL ARE LEGALLY REGISTERED TO THEIR
RESPECTIVE COMPANIES.
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Product Specifications

Hardware
CPU Multimedia SoC
RAM 512MB
Flash 32MB
Image Sensor 1/ 3" Megapixel CMOS Sensor
Sensitivit Color: 0.15 Lux (AGC ON) B/W:

y 0.08 Lux (AGC ON)
Lens Type 2.8-8mm 2.8x motorized zoom lens@ F1.8
View Angle 50.25°~99.1° (H), 28.21°~52.37°(V)
ICR IR cut Filter Mechanism
/0 N/A
Power over Ethernet Yes
Video Output N/A
Audio N/A

. DC 12V Max: 5.52W(IR ON); 3.48W(IR OFF) PoE

Power Consumption

Max: 6.12W(IR ON); 4.32W(IR OFF)

Operating Temperature

-20°C ~ 50°C ["IR OFF]

*IR ON: 45°C
Dimensions 105mm (1) x 82.2mm (H)
Weight 450q
IR LEDs
LEDs 10 LEDs, 850nM
IR Distance 15M
Network
Ethernet 10/ 100 Base-T

Network Protocol

IPv6, IPv4, HTTP, HTTPS, SNMP, QoS/DSCP, Access list, IEEE 802.1X,
RTSP, TCP/ IP, UDP, SMTP, FTP, PPPoE, DHCP, DDNS, NTP, UPnP, 3GPP,
SAMBA, Bonjour
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System

2688x1520@30fps, 1920x1080@30fps, 1280x720@30fps,

Video Resolution[16:9] 640x360@30fps
Brightness, Contrast, Hue, Saturation, Sharpness, AGC, Night Mode,
Video Adjust WDR, Flip, Mirror, Noise Reduction, Day&Night Adjustable
Triple Streaming Yes
Image Snapshot Yes
Full Screen Monitoring Yes

Privacy Mask Yes, 3 different areas
Compression Format H.264/ M-JPEG
Video Bitrates Adjust CBR, VBR
Motion Detection Yes, 3 different areas
Triggered Action Mail, FTP, Save to SD card, SAMBA
Password protection, IP address filtering, HTTPS encrypted data
Security transmission, 802.1X port-based authentication for network protection,

QoS/DSCP

Firmware Upgrade

HTTP mode, can be upgraded remotely

Simultaneous Connection

Upto 10

Micro SD Card Management (Optional)

Motion Detection, IP check, Network break down (wire only),Schedule

Recording Trigger

Video Format AVI, JPEG
Video Playback Yes
Delete Files Yes

Web Browsing Requirement

0S

Windows 10, Windows 7, XP, Microsoft IE 6.0-11.0 or Firefox

Mobile Support

iOS 4.3 or above, Android 1.6 or above

Hardware Suggested

Intel Dual Core 2.53G,RAM: 1024MB, Graphic card: 128MB

*SPECIFICATIONS ARE SUBJECT TO CHANGE WITHOUT NOTIFICATION.

[llegrand’
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Monitor Settings

1. Right-Click on the desktop. Select Properties

Arrange Icons By »
Refresh

Paste

Paste Shortcut

Save As Scheme...
Graphics Options ~ »
Display Modes >

New

Properties

2. Change color quality to highest (32bit).

Display Properties

| Themes || Desktop | Screen Saver | Appearance | Settings |

Display:

Family
Screen resolution

Less ‘_.3

1024 by 768 pixels

Plug and Play Monitor on Intel(R) 82915G/GV/310GL Express Chipset

Color qualit
Mare ! Highest (32 bit] A I

[Tloubleshoot...] [ Advanced J

(

ok | [ cancel | sy
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IP Assignment

1. Use the software IP Installer to assign the IP address of the IP Camera. The software

is in the software CD attached to the product’spackage.

2. There are 3 kinds of IP configuration.

a. Fixed IP (Public IP or Virtual IP) — Also known as static assignment.

b. DHCP (Dynamic IP) — The IP address is assigned from the primary router on the

network automatically.

c. Dial-up (PPPoE) - The IP address is dynamically assigned by the service provider.

3. Execute IP Installer

4.  For Windows XP SP2 or above, a Windows Security Alert may pop up. Please click on

Allow access.

@ Windows Firewall has blocked some features of this app

Windows Firewall has blocked some features of IPInstaller V2, 2 IP Device Scaner on all public

and private networks.
0 Name: IPInstaller V2.2 IP Device Scaner
Publisher: Unknown
Path: C:\usersthunt\desktop\technical writting trainningip cam

\a142347fe13_v1.1_140527\applications\ip installer
Allow IPInstaller V2,2 IP Device Scaner to communicate on these networks:
Private networks, such as my home or work network

[]Public netwarks, such as these in airports and cafés {not recommended
because these networks often have litte or no security)

What are the risks of allowing an app through a firewall?

Allow access | | Cancel
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5.

IP Installer configuration:

# TP Installer ¥2.2 EE®

Dewice lists:

Server Name
=  IP_Camera

3.Press Submit button.

IP Address

192.168.001.200

Search Device

To Change Device Name, IP address, and Gateway:
1.Select the device on the left side.
2.Change network parameter on the right side.

4.Press “Search Device” to re-search again.
5.Double click the device to open it.

@ Static  DHCP

Hane IF_Canera
IF 192 168 1 200
Hetnask 255 255 255 ]
Gateway 192 leg 1 254
DHS 1 168 95 1 1
DHE 2 168 95 1392 1
Portl [ e
HaC [ oo:0F:0D:20:08:54
Emit

IP Installer will search for all the IP Cameras connected on the LAN. The user can click

Search Device to search

again.

NOTE: The camera must be connected to the same router as the computer for the

camera to be discovered.

Click one of the IP Cameras listed on the left side. The network configuration of this IP

camera will be shown on the right side. You can change the name of the IP Camera to

your preference (e.g.: Office, warehouse). Change the parameters and click Submit, then

click OK, it will apply the changes and reboot the device.

IPInsta*er

Rebooting..,Please wait

QK

Page | BXXXXXKXXXXXXXKXK XXX XXXXKXK XK XXX XXXEXXKX XXX XXX X XXXXK

[llegrand’

301 Fulling Mill Road, Suite G
Middletown, PA 17057
(800) 223-4162

©Copyright 2016 by Legrand, Inc All Rights Reserved.

www.legrand.us



8. Please make sure the subnet of the PC IP address and the IP Camera IP address are the

Same.

The same Subnet:

IP Camera IP address: 192.168.1.200 PC IP

address: 192.168.1.100

Different Subnets:

I[P Camera IP address: 192.168.2.200 PC IP

address: 192.168.1.100

Generally, the PC IP address will always be in the same subnet as long as it
connected to the same router as the CM7020 Outdoor Dome IP Camera.

9. Aquick way to access remote monitoring is to left-click the mouse twice, on a selected IP

Camera, listed on the Device list of IP Installer. A new browser window will be opened.

® IF Invialles V22

Device lists

| WPAddress |

Server Name

e 00:0F:0D:00:21:0F

Sanrch Devica |

To Change Device Name, IP address, and Gateway:
1.Sclect the device on the leht side,

2.Change network parameter an the right side.
3.Press Submit button.

APress “Search Deviee™ 1o re-search again,
5.00uble dlick the device 1o open it

Ec®

10. Then, key-in the default user name: admin and password: admin.

iexplore
The server 192.168.1.241 is asking for your usemame and password. The
server reports that it isfrom .

Warning: Your username an d passwar d will be sent using basic
authentication on a connection that isn't secure.

Msername

I I [Password |

[] Remember my credentials

Cancel
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Install ActiveX control

1. For users of IE 6.0-11.0:
When viewing the camera video for the first time via IE (Internet Explorer), the browser will ask you to

install the ActiveX component.

Choose ‘Allow’,

VIDEQ SURVEILLANCE ', What's the risk? : x

This web page wants to run the following add-on: "WATCH_16R ActiveX Centrol Module' from

Then choose ‘Install’.

This website wants to install the following add-on: "WATCH_16R.cab’ from "VIDEQ SURVEILLAMCE SYSTEM COMPANY',  What's the risk? Install x

Start installing the ActiveX component.

Do you want to install this software?

ET Mame: WATCH_16R.cab
Publisher: VIDEQ SURVEILLANCE SYSTEM COMPANY

EI More options Install | | Don't Install

# While files from the Internet can be useful, this file type can potentially harm
your computer, Only install software from publishers you trust, What's the risk?

If the installation fails, please check the security settings in the IE browser.

Go to Start-Up Menu on the lower left corner of the Windows, select Control Panel -

Int t Opti . .
e to access to Internet Properties settings.

then Double-click on
Starting from Internet Properties, proceed to step A and B:
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A.  Security 1 Custom Level [ Security Settings [ Download unsigned ActiveX controls [
Enable or Prompt (recommended).

B. Security 1 Custom Level I Security Settings [ Initialize and script ActiveX controls not
marked as safe [ Enable or Prompt (recommended).
1

x
General |5€CI..IritY I Privacy I Content I Connections | Programs I Advanoedl | General | Security ‘Pri\c’aq-I I Content | Connections I Programs I Advanced
Home page
Y To create home page tabs, type each address on its own line. Select a zone to view or change security settings.

@ & /' ®

Local intranet  Trusted sites  Restricted

sites
Use current Use default | | Use new tab Internet
This zane is for Internet websites,
Startup e except those listed in trusted and
Start with tabs from the last session restricted zones,

®) Start with home page
Security level for this zone

Tabs
Change how webpages are displayed in tabs.
Custom
. . Custom settings.
Browsing history -To change the settings, dick Custom level.
Delets temporary files, histary, cookies, saved passwords and web -To use the recommended settings, click Default level,

form infarmation,

[V Delete browsing history on exit [¥]Enable Protected Mode {requires restarting Internet Explorer)

| Delete.... || Settings | | Custom level... || Default level |

Appearance

| Reset all zones to default level |

Colours || Languages H Fonts || Accessibility |

| Ok || Cancel || Apply | Apply

Settings Settings
|#| Display video and animation on 2 webpage that does not use |#| Initialise and script ActiveX controls not marked as safe for s A
(®) Disable () Disable {recommended)
() Enable () Enable {not secure)
|#| Download signed ActiveX contrals ®
() Disable |#] Only allow approved domains to use ActiveX without prompt
() Enable {not s=cure) () Disable
(®) Prompt {recommended) (®) Enable
|#| Download unsigned ActiveX controls |#] Run ActiveX controls and plug-ns
() Disable {recommended) () Administrator approved
() Enable {not secure) () Disable
® (®) Enable
|# Initislise and script ActiveX controls not marked as safe for s O Prompt
(®) Disable {recommended) |#| Run anti-malware software on ActiveX controls
() Enable {not s=cure) () Disable
() Prompt (®) Enable
L1 Al allruss srnensad dnemsine b s AeusY sithe b neamnt L1 Grvint Actiua¥ coantrole markad cafa for corintinn® A
< > < >
*Takes effect after you've restarted your computer *Takes effect after you've restarted your computer
Reset custom settings Reset custom settings
Resetto:  [\edium-high (defauld) v| | Reset. | Resetto: edum-hich (defaul) v| | Reset. |
| OK | | Cancel | ‘ oK | | Cancel |
When the following pop-up dialogue box appears, click Yes.
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|'ﬁ“ Are you sure you want to change the settings for this zone?
.

Yes

Mo

2. Another method of accomplishing the installation:

Go to: IE—Tools — Internet Options... — Security Tab — Trusted sites —

Add the IP address of the camera and click OK.

In the site list you can key in one single IP address or a LAN address. For example, if you
add 192.168.21.*, all the IP address under 21.* on the LAN will be regarded as trusted sites.

‘Internet Options

e

| General | Security l Privacy | Content| Connections | Programs | Advanced |

Select a'Web content zone to specify i

=

Intemet Local intrafie
Trusted (o & .
This Zcme(Trust d sites
trust not t
data.
Security level fd
Cucs:: Addis Web site to the zone:
-Td :hnp:IJ192.168.4U.150|
“Tol )
Web sites:

Bx)

You can add and remove Web sites from this zone. all Web sites
in this zone will use the zone's security settings.

[CIRrequire server verification (https:) for all sites in this zone

Remove

[

OK

] [ Cancel

]

2. For Firefox Users

If you use Firefox to access the IP camera but it fails to watch the live video, please follow
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these steps to install necessary add-in:

Patio X i

€ i 192.168.1.8:8008

b
iiig
«
EY
q
n

Allow http://192.168.1.8:8008 to run “HOEM ActiveX"?
Learn More

Allow Now Allow and Remember

Tap here to activate plugin.

® Online Visitor : 11

Click Allow and Remember so that you will not be prompted everytime the add-in runs.

Once the HOEM ActiveX add-in is loaded hit refresh to see the camera image.
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Live Video

Start an |IE browser, type the IP address of the IP camera in the address field. It will show the following
dialogue box. Key-in the user name: admin and password: admin.

Windows Security H

iexplore
The server 192,168.70.59 is asking for your username and passwerd, The
server reports that it is from IP_Camera.

Warning: Your username and password will be sent using basic
authentication on a connection that isn't secure,

|L|sername |

I | |Pa:5wcrc| |

[[] Remember my credentials

Q wn @

r " | b b |
—, Focus |.+.|

Auto "
Focus LA_.

Speed : B4

CM7020 Dome Camera JUN/29/2016 05:16:32 Size:2688x1520 v

Online Visitor : 3
Double-clicking on the video will change the view to full screen mode. Press “Esc” or double-click
the video again to change back to normal mode.
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1. EGet into the administration page.

2. @Video Snapshot.

3. Show the system time, video resolution, and video refresh rate.

4. Selects the video streaming source: If streaming 2 is closed, this function will not be
displayed.

5. Shows how mani people are connected to this IP camera.

6. Click on E:ons to adjust Zoom In/ Zoom Out.
7. Focus: Click on :+: Eons to adjust focus.
e

8. Auto Focus: Click on ES&licon to automatically adjust focus.

9. Home: Click on to restart the view with no Focus / Zoom adjustments.

10. Speed: Set the zoom speed.
11. Control the external output device or DO (digital output) connected to this camera.

Right-Click the mouse on the video, it will show a pop-up menu.
Snapshot
Record Start
Mute
Full Screen
Zoom

FrameBufmSec k Auto

Maormal

1. Snapshot: Save a JPEG picture
2. Record Start: Record the video on the local PC. It will ask where to save the video. To stop

recording, select “Record Stop”. The video format is AVI. Use Microsoft Media Player to play
the recorded file.
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3. Mute: Turn-off the audio. Click again to turn it on.
4. Full Screen: Full-screen mode.
5. Zoom: Enable the zoom-in and zoom-out functions. First, select the “Enable digital zoom”

option within the pop-up dialogue box and then drag and drop the bar to adjust the zoom

factors.

Zoom Factor : 183 %

|
|
100% 400%

6. Frame Buffm Sec: This function aims to build a temporary buffer to accumulate several video

frames in a LAN network environment. It can make video streaming smooth when the network
speed is slow. Select Auto to allow this function to automatically help fix the streaming
performance whenever the video happens to be lagging. Select Normal to play the video data
based on the current network streaming performance. (Note: the lagging of the video

displayed will not be seen as a result of the actual video data)
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Click

video page.

[1legrand

Advanced
PPPoE & DDNS

Server{Mail FTP_])

get into the administration page. Click

System Inform

T © S S
® ON ® OFF
® English

® Russian

o FmMbiX
® itlian

o MiEhx
® Spanish
® Portuguese @ Polish @ Japanese

® Enabled ® Disabled
® Enabled ® Disabled

0OSD_Display yext Edit

Server Time:
Date Format-

6/27/2016 5:20:36 Time Zone: GMT-05:00
® yy/mm/dd ® mm/ddlyy @ dd/mmbyy
B Enable Daylight Saving:

® NIP:

Time Zone:

NTPServer:  [RREIE]

DR
O = 144014401
@ Synchronize with PC's time

Time Shift -

Time :
® Manual
Dot I
[

® The date and time remain the same

Time :

|.  System Information

a.

Server Information

Set up the camera name, language, and the camera time.

rer Information
MAC Address:
Server Name:
LED Indicator-

Language -

00:0F -0D-28:60-AC ]
(ch7020 Dome Camera [CRRy
@ ON ® OFF
@ English

® Russian

® XM
® Iwlian

o Mk
@ Spanish

® Portuguese @ Polish @ Japanese
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1. Server Name: This is the Camera name. This name will be shown on the IP Scanner.

2. LED Indicator: Turn on/off the LED indicator on the camera.

3. Language: English and other languages can be selected. When a language preference is

selected, the following dialogue box will pop up to confirm the change.

Message from webpage “

9 Areyou sure you want to change language?

b.  OSD Setting

Select a position where the date & time stamp / text are displayed on the screen.

® Enabled @ Disabled
® Enabled @ Disabled

OSD_Display text Edit

Click Text Edit for editing the OSD content, including text size  and

transparency. Click the [Upgradé]utton to apply the settings.
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0SD_Display
7
0%

C. Time Setting

Select between NTP, Synchronize with PC’s time, or Manual. The date and time remain

the same for setting the server time.

Ya

Sclwrnmé: &{27/2016 5:32:04 Time Zone: GMT-05-00
Date Format: ® yy/mm/dd ® mm/ddlyy @ dd/mm/yy

Time Zone:
8@ Enable Daylight Saving:
@ NTP:
NTP Sorver -
Update: [N o

Tmosrit: [ e 114401440

® Synchronize with PC’s time

6/27/2016

@® The date and time remain the same

II. User Management
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Add User

The IP Camera supports three different users: administrator, general, and

anonymous user.
1. Anonymous User Login

Select Yes for allowing access to watch live video of the IP camera without having to enter
username and password. Note that when entering the configuration page of the IP camera, the
system will prompt for the username and password. Select No for requiring a username and

login to access the camera.

2. Universal Password

Select Yes for allowing login to this IP camera by universal password. Please refer to
Universal Password chapter for more explanations. Select No for disabling universal

password.

3. Add user

Type the user name and password, then click Add/Set. The guest user can only browse

live video page and is not allowed to enter the configuration page.

Click “Edit” or “Remove” in the user list to modify them. The system will ask you to key-in

the password in the pop-up window before you edit the user information.
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lll. System update

C wcto . Inml- .
ystem Update

Firmware Upgrade
Firmware Version:

New Firmware:

Factory Default

Setting Management

= Right click the mouse button on Setting Download and then select Save As to save
e current system's selting in the PC.

T—— e Bowe |

a Toupdate the firmware online, click Browse... to select the firmware. Then click Upgrade
to proceed.

b. Reboot system: re-start the IP camera

C. Factory default: delete all the settings of this IP camera.

d. Setting Management: The user can download the current settings to PC, or upgrade from

previous saved settings.
1. Settings download
Right-click the mouse button on Setting Download [ Select Save AS... to save current
IP Camera settings on the PC 0 Select saving directory I Save
2. Upgrade from previous settings
Browse [ search previous settings [ open I upgrade [ Settings update confirm [ click

index.html. for returning to the main page.
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Network
Click Eo get into the administration  page. Click Eo go back to the live video

page.

[.  IP Settings

[P Assignment

The IP Camera supports DHCP and static IP.

192.168.1.44

2552552550
192.168.11
168.95.1.1
168.95.192.1

o DHCP: The IP Camera will get all the network parameters automatically.

o Static IP: Type-in the IP address subnet mask, gateway, and DNS.
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IPv6 Assignment
By enablmg DHCPv6 you can configure the following IPv6 address settings:

) ',’-‘,-\) ment

@ IPvé Enabled:

B Manually setup the IPvé address:

DHCPvé- ® Enabled

[IPvé Address]
Link-Local- feB0:-020f: 0dﬁ.fe28 6lac

o DHCPv6: If you have a DHCPv6 server, enable it to assign the IPv6

automatically. The assigned IP address will be displayed beside the column.

° Automatically generated |Pv6 Address: Indicates a virtual |IPv6 address

generated automatically by the IP camera. This virtual IPv6 address cannot be

used on WAN.

To use IPv6 address to access the IP camera, open the web browser, and key-in the

[IPv6 address] in the address bar. The [ ] parentheses mark is necessary.

a Port Assignment: The user might need to assign a different port to avoid conflicts

when setting up the IP.

NOTE: Legrand highly recommends changing the port from the default of port

80.
b. Web Page Port: setup the web page connecting port and video transmitting port
(Default: 80)
C HTTPs Port: setup the https port(Default: 443)
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UPnP

This IP camera supports UPnP, if this service is enabled on your computer, the camera will
automatically be detected and a new icon will be added to My Network Places.

UPnP

UPnP-
UPnP Port Forwarding-

External Web Port-
External HTTPS Port:

UPnP Port _Forwarding iliiiatiestinibiei

Internet; this option allows the IP Camera to open ports on the router automatically so that video
streams can be sent out from a LAN. There are three external ports for being set: Web Port, Http
Port and RTSP port. To utilize of this feature, make sure that your router supports UPnP and is
activated.

Note: UPnP must be enabled on your computer.

Please follow the procedure to activate UPnP:

<Approach 1>

=

open the Control Panel from the Start Menu
2. Select Add/Remove Programs

3.  Select Add/Remove Windows Components and open Networking Services
section

4. Click Details and select UPnP to setup the service.
5. The IP device icon will be added to My Network Places.

6. The user may double click the IP device icon to access IE browser
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<Approach 2>

1. Open My Network Space

2. Click Show icons for networked UPnP devices in the tasks column on the left

of the page.

3. Windows might ask your confirmation for enabling the components. Click Yes.

g My Network Places

File Edit View Favorites Tools Help .-,.,.
@Back = vJ \’ /T} Search [t " Folders v Norton Antivirus A

Network Tasks

f Add a network place 0 Lo

& View network connections = SN
Q Set up a home or small =
office network N i
<2 Set up a wireless network . ::,;:‘:'5:“ R Coma s
for a home or small office . B > 2
¥y Viewworkaroun computers v
<> g
@ Show icons for networked (™ M el 4nv Wi Somier
I UPnP devices ' L DA

»

Other Places

(@ Desktop
W My Computer

4. Now the IP device is displayed under the LAN. Double-click the icon to access
the camera via web browser. To disable the UPnP, click Hide icons for
networked UPnP devices in the taskscolumn.

¥ My Network Places Q@@

File Edit View Favorites Tools Help :,,.
eBack - \,‘J L!’ /‘\Search pj Folders v Norton Antivirus 3 -
Network Tasks «itocal Netwatk
.2 Add a network place ; Ave
{> Lasrn v Wiy Lcomynaisr !
ﬂ‘ View network connections e o - [P Camera1 36
%) Set up a home or small - b :
office network 9N e : ool
<2 Set up a wireless network V. ‘J ::"1’:;:"“'"'0’"“'"" - IP_Speed_Dome
for a home or small office el : E ; .
¥y View workgroun computers v
N b S
3| Hide icons for networked | M alang vy KNy Seamnuiee
CEE S Wk ] 7 Do
-"‘ﬁ’ 3 i
" SR
Other Places | 1 _Comer151 -I IP_Speed_Dorme
@ Desktop £ g ! g
R0 k2. v7 8
j My Computer
- Jackson_83M
D) Wy Documents -I IP_Camera-112 | ackoon
| Shared Documents ’ ) ’ )
g Printers and Faxes -! IP_Spesd_Dome -! Jackson_83M
Details
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RTSP setting

If you have a media player that supports RTSP protocol, you can use it to receive

video streaming from the IP camera. The RTSP address can be set for two streams

respectively.

1. RTSP Server: enable ordisable

Disable means everyone who knows your camera IP Address can link to your

camera via RTSP. No username and password is required.

Under Basic and Digest authentication mode, the camera asks for a username and

password before allows access.

The password is transmitted as a clear text under basic mode, which provides a

lower level of security than under digest mode.

Make sure your media player supports the authentication scheme.

2. RTSP Port: setup port for RTSPtransmitting (Default: 554)

3. RTP Start and End Port: in RTSP mode, you can use TCP and UDP for
connecting. TCP connection uses RTSP Port (554). UDP connection uses
RTP Start and End Port.
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Multicast Setting (Based on the RTSP Server)

Multicast is a bandwidth conservation technology. This function allows several users

to share the same packet sent from the IP camera.

For using Multicast, assign an IP Address and port. TTL means the life time of the

packet, the larger the value is, the more users can receive the packet.

For using Multicast, be sure to enable the function Force Multicast RTP via RTSP
in your media player. Then key in the RTSP path of your camera: rtsp :/I( IP

address)/ to receive the multicast.

ONVIF

O v242 ® vim ® Disabled

® Enabled @ Disabled
® Enabled @ Disabled

1. Choose your ONVIF version and settings.

Under ONVIF connection, the video will be transmitted by RTSP. Be sure to enable
the RTSP server in IP setting, otherwise the IP Camera will not be able to receive
the video via ONVIF.

2. Security

By selecting Disable, the username and password are not required for accessing
the camera via ONVIF. By selecting Enable the username and password are

necessary.

3. RTSP Keepalive:

When the function is enabled, the camera checks once in a while if the user who is
connected to the camera via ONVIF is still connected. If the connection has been

broken the camera will stop transmitting video to the user.
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Bonjour

Bonjour

Bonjour:

Bonjour Name: 300-0F-0D-28-60-AC

This function allows Apple systems to connect to this IP camera.
For the

Bonjour Name key-in the name here.

The web browser Safari also has a Bonjour function. Tick Include Bonjour in the
bookmark setting for the IP camera to appear under the bonjour category. Click the

icon to connect to the IP camera.

The Bonjour function for the Safari browser doesn't support HTTPS protocol. If you
select https in the camera, it will appear in Safari's bookmarks but it cannot be

accessed.

For reference:

) Bookmarks
P + | @ hitp /v spple comistartpage/ ¢ Q- Googke
) 55 Amk &% Yaoo!SE  Googk#E  YouTube EEEF HMe #Mv Shot Meni Bec
Hide Bookmarks Bar ~ Ct+Shift+B
COLLECTIONS Show Status Bar
Customize Toolbar++
History
Downloads Cl+AlL
Bookmarks v Private Browsing-*
= = ' Reset Safari-+
BOOKMARKS g ] | @ | & 7] & §0% v Block Pop-Up Windows Ctrl+Shiftek
L8 ERARETRE General Appearsnce Bookmarks —Tabs RSS  AutoFill Security Advanced
Bookumarks bar: [] Include Bonjour ety
Include Top Sites Repont Bugs o Apoler
Bookmarks menu: [¥] Include bookmarks bar About Saferi
[ Include Bonjour
Bookmark
€ About Bonjour
7 AXIS P3301 - 00408CIFABEY
7 HNV3H22D1NSH1-0007D8101732
q 7 IP_Camera@00:0F.0D:00:20:25
oot 00024
7 ns4600-651171 : Firefly Media Sexver
7 nsd600-651171 : SmartStor NS4600
§F TCAM-7x00(432)_001C63AE0038
/7 Zavio-001BFE03B8F3
Pag e | 2BXXXXXXXXEXXXXXXXKXKKKXXKXXXXEKXKXKXXXKKXKXX XXX XXKXKXXXK 301 Fulling Mill Road, Suite G

Middletown, PA 17057

Klegrand

©Copyright 2016 by Legrand, Inc All Rights Reserved.

www.legrand.us



LLTD

If your PC supports LLTD, enable this function to allow for the checking of the connection status,

properties, and device location (IP address) in the network map.

If the computer is running Windows Vista or Windows 7, you can find LLTD through this path:

Control Panel — Network and Internet — Network and Sharing Center — Click See full map.

Network map of | MIS

A

RD4 _TEST2
nsd600-651171

)

)2

80y

cﬁ

P_Camera

?

©
Unknown

-
-
Switch

~——

Setch

-

Gateway
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II.  Advanced
a. Https (Hypertext Transfer Protocol Secure)

When the users access cameras via Https protocol, the transmitted information will be

encrypted, increasing the security level.

HTTP & HTTPS v

Select the connection type:

* Hittp: the user can access the camera via the Hittp path but cannot access it via the Https

path.

« Https: the user can access the camera via the Https path but cannot access it via the Hitp

path.
« Hitp & Https: Both the Http and Https path can be used to access the camera. When you

change the connection type settings, it may cause connection error or disconnection error if
you switch the protocol directly. Therefore, Http & Https mode is necessary.

If you want to change from Http to Https, please switch to Http & Https mode first, and then
switch to Https mode and vice versa.
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The Https protocol has a verifying mechanism. When the user accesses a website via
Hitps, the browser will check the certificate of that domain and verify its security and

trustworthiness.

Certificate generation process:

&) Bookmarks
< |» + | @ hitp:#www apple comistartpage! ¢ | [Qr Google
(O] @ Apple A% Vehoo!SPEE  Googe B YouTube EEERI My I Show Menu Bar
= Hide Bookmarks Bar ~ Ctr4+Shift+B
COLLECTIONS Show Status Bar
(L) History Customize Toolbar=

{84 Bookmarks Bar

History
Downloads CtlrAluL

Bookmarks Private Browsing***
v Reset Safari-*

‘l @ | 8 Tood [Zj @ is} v Block Pop-Up Windows CtilsShift+K

Genersl Appeavance Bookmarks' Tabs  RSS  AutoFill Security Advanced

BOOKMARKS
[ 8 E@MAEIFEE

Preferences*

Bookmarks bar: [] Include Bonjour el

[¥] Include Top Sites Report Bugs to Apple-
Bookmarks menv: [¥] Include bookmarks bar About Safari
[ Include Bonjour

Collections[¥] Include Bonjour

Bookmark
€ About Bonjour

7 AXIS P3301 - D0408C9FABGY

{7 HNV3H22DINSH1-0007D8101732

IP_Camera@00:0F.0D:00:20:25

7 ns4600-651171 - Firefly Media Server
G5 nsd600-651171 : SmartStor NS4600
7 TCAM-7400(432)_001C63AE0038
<7 Zavio-001 BFE03B8F3

» Remove the existing certificate: Before you generate a new certificate, please remove the
installed one. Select the Http connection type and click Remove. If a dialog box pops up to ask you

to confirm, click Yes.

HTTPS Setting

equest
[C<TW, St=, L=, O=, OU=, Cli= |
T e —

Connection Types
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» Created Request: Fill-in the following form and clickapply.

Https Setting
Create Request
Country:
State or province:
Locality:
Organization:
Organizational Unit:

Common Name:

| Apply |

After generating a certificate request, if you choose to turn it on and it is verified by a trusted
third-party, click Content and copy all the request content.

Created Request Certificate Request:
Subject: | C=TW, ST=, L=, 0=, 0U=, CN= Pata:
version: 0 (0x0)
Date: 2012/Sep/25 08:49:23 Subject: C=TW
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (1024 bit)
Modulus:

00:b8:ch:17: £7:h6:14:5d:92:99:ae:73:52: 7c
09:2a:ad:a6:50:39: 5a:30:09:10:15:85: ad: 3¢
ccie0:b2:7c:20:3e:dl:e7:15: c4: £2: 4F: de: al
©8:£8:71:53:a3:43:0b: 2c:1a:20:94:32:76: bE
72:c8:be:87:35:3F:c7: fo:17: 8F: 03:1F: 2d: ak
33:3c:9a:28:3b:31:46:dB:07:26:37:af: £h: 5¢
aa:b0:al:75:6a:£0:02:caicl:he: 49:09:2a: 74
ch:h0:95:1e: 63:89: £6:07:60: cf: 1c: 5h:38: 4¢
26:a8:55:82:62:95:bo: 74: 15
Exponent: 65537 (0x10001)
Attributes:
a0:00
Signature Algorithm: shalWithRSAEncryption
9b:4c:13:01:co: 10:2a:ho: 30:22: £2: 10: 7:48:19:52: 98: 5¢
c9:ae:5a:f4:76:ch: 7d: £8: 6c:21:e3:a5:9b: 45:60: 2a:ha: 72
23:ce:7a:90:90:90:b5:a7:41:36:2c: c4: £4:34:55:e5:d0: 92
0d.27. A% d: Fh.dl 04 Te: FR-Or-fid: Ad: AR - eR- ahi-T2- afl-2H

According to the certificate source, there are two ways to install the certificate:

1. If you had sent the certificate request for signing and receiving a signed certificate,
click browse and find the certificate file in your computer. Click Apply to install it.
2. If you choose to generate a self-signed certificate, fill-in the following forms and set

the validity day, click Apply to finish installed it.

Install Signed Certificate
Signed Certificate: AR
AR
Create Self-Signed Certificate
Country:
State or province:
Locality:
Organization:
Organizational Unit:

Common Name:

Validity: Days

[ Aply |
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After finishing the installation, click on Content to call out and check the certificate content.

To use Https to access the camera, open your browser, and key-in https:// (IP address)/ in
the address bar. Now your data will be transmitted via encrypted communications. The

browser will check your certificate status. It might show the following warning message:

/ 'I The site's security certificate is not trusted!

‘fou attempted to reach 60.251.82.60, but the server presented a centificate issued by an entity that is
not trusted by your computers operating system. This may mean that the server has generated its own

securnty credentials, which Google Chrome cannot rely on for identity information, or an attacker may
be trying to intercept your communications

‘ou should not proceed, especially if you have never seen this waming before for this site.

[Pmceed anyway] [Back to safety ]

P Help me understand

Meaning that certificate is self-signed or signed by a distrusted institution. Click Proceed
anyway for continuing to the camera page.

b. SNMP (Simple Network Management Protocol)

1. SNMPv1 or SNMPv2: write the name of both the Write Community and Read
Community.

SNMP Setting

B snuMPvl B SNMPV2c

Write Community:

Read Community:

2. SNMPv3: Set the Security Name, Authentication Type, Authentication Password,

Encryption Type, and the Encryption Password of both the Write mode and Read
mode.
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write

® MD5 @ SHA

® DES @ AES

® MD5 @ SHA

3. Enable SNMPv1/SNMPv2 Trap for detecting the Trap server. Please

set what event needs to be detected.

B SNMPvifv2c Trap
Trop Addross: —
Trop Communiy

Trap Event: B Cold Start

B Setting Changed
B Network Disconnected
B V3 Authentication Failed

B SDCard Insert/Remove

» Cold Start: The camera starts up orreboots.
» Setting changed: The SNMP settings have been changed.

* Network Disconnected: The network connection was broken. (The camera will

send trap messages after the network is connected again).

« V3 Authentication Failed: A SNMPv3 user account tried to get authentication

but failed. (Due to incorrect password or community)

« SD Insert/Remove: Insertion or removal of a Micro SD card.
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c. Access list:

Enable IP address filter for setting the IP addresses which are allowed or denied from

viewing this camera. There are two options: single and range.

B Allow admin ip address always access this device

dmin i acires=:

d. QoS/DSCP(Quality of Server/Differentiated Services Code-point):

DSCP specifies a simple mechanism for classifying and managing network traffic; and
provide QoS on IP networks. DSCP is a 6-bit in the IP header for packet classification

purpose. Please define it for Live Stream, Event / Alarm and Management.
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e. |[EEE 802.1x:

IEEE 802.1x is an |EEE standard for port-based Network Access Control. It provides

an authentication mechanism to a device on a LAN or WLAN.

The EAPOL protocol support service identification and optional point to point

encryption over the local LAN segment.

supplicant Authenticator Authentication
(switch) server

Please check what version of the authenticator and authentication server is
supported. This camera supports EAP-TLS method. Please enter the ID, password

issued by the CA, then upload related certificates.

B Enable IEEE 802.1x

[
— ]
| Browsc |
|
| Browsc_ |
|
[ Brows. |
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[ll.  PPPoE & DDNS

© Disabled

PPPoE dialed

PPPoE From IP Camera

a. PPPoE: Select Enabled to use PPPoE. Key-in the the Username and password for

ADSL connection.

Send mail after dialed: When connected to the internet, the camera will send mail to a

specific mail account.

b. DDNS (no-ip ddns example):

DDNS Setting
@ Enabled @ Disabled

Provider:

Hostname: bruggemeier.com
Usemame: bruggemeier

Password: T
ECT <

Enable this service

1. Key-in the username.

2. IP schedule update. Default: 5 minutes
3. Click Apply.

DDNS Status
(1) Updating: Information update

(2) Idle: Stop service

(3) DDNS registration successful, can now log by

http://<username>.ddns.camddns.com: Register successfully.
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Username:
Password:

(4) Update Failed, the name is already registered: The user name has already
been used. Please changeit.

(5) Update Failed; please check your internet connection: Network connection
failed.

(6) Update Failed, please check the account information you provided: The

server, user name, and/or password may be wrong.

W3 [ex-Path/20100115/121032m_avil

Account v

smtp.gmail.com

bilL bruggemeierfdgmail com

Sender’s Mail: bilL bruggemeierfdgmail.com
Receiver’s Mail: bilL bruggemeierfdlive.com

Bee Mail-
Mail Port-

Secure Connect:

IV.  Server settings

There are three server types available: Email, FTP and SAMBA. Select the item for

display detailed configuration options. You can configure either one or all of them.

To send out the video via mail of FTP, please set up the configuration first.
FTP sends out video via mail from the FTP server. Please set up the configuration.
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Samba

Select this option to send the media files via a neighbor network when an event is

triggered.

W3 ex-Path/20100115/121032m_avi)

Click Apply to save the setting, then use Test button to test the server connection. A

message box will tell you OK! if it works, and a test document will be created in the

location.

If the test failed, check the sharing setting of your location folder. The folder properties

must be shared and the permissions must be Full Control as the picture shows.

General  Sharing I Secutityl

"

21

T ‘You can share this folder among other users on your
k = _I

network. To enable sharing for this folder, click Share this

folder.

@ is folder
€. Share this folder —3

Share name: I “TShare

Comment: [

User limit: " Maximum allowed

' Allow I _I;I Users

To set permissions for how users access this
folder over the network, click Permissions.

P

ions I

To configure settings for Offline access to
this shared folder, click Caching.

Caching |

Permissions for ACTShare 21x|
Share Permissions I
Name | Add...
’ Everyone
Remove I
Permissions: Allow Deny
O
O
O

0K

Cancel

Apply

oK I Cancel

Apply
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A [V Settings ”

Click m get into the administration page. Click a go back to the live

video page.

1. Image Setting

Please refer to the details below for image settings:

Area1 |NERGSOM Area 3

o
=

=B E E B
CE<B<B<E(

)
<

Outdoor
1/15

32x

B Rip B Mirror
Light Sensor Mode v

AR (<bout Day to Night Lux labout

[about)

<

® ON ® OFF

a. Privacy Mask: For security and privacy purposes, there are three areas that can be set up
for privacy. Click the Area button first, and then drag an area on the above image.
Remember to save your settings. The masked area will not be shown on both live view and
recording image. Please refer to the details below for image settings.

b. Brightness/Contrast/Hue/Sharpness: Different values can be adjustedhere.
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C. D-WDR: This function enables the camera to reduce the contrast in the view to avoid
dark zones as a result of over and underexposure.

d. Denoise 2D: This function is able to filter the noise and blur from the image and show a
clearer view. You can set the values for 2D filters.

e. Shutter Time: Choose the location of your camera or a fixed shutter time. The shorter
the shutter time is the less light the camera receives and the image becomes darker.

Note: When you select a number in Shutter Time, the shutter time

will vary in a range and be controlled by camera automatically. The following table shows
the shutter time options and corresponding range.

f. Sense-Up: This function increases the sensitivity of camera to get brighter image at night.
The smaller the value you select, the slower the shutter speed becomes so that the image
will get brighter, and moving subjects might be blurred.

g. Saturation: Adjust the saturation values here.

h. AGC: The sensitivity of the camera can be adjusted to the environmental lighting. By
enabling this function the camera will get brighter images on low light, but the level of noise
may also increase.

i. Video Orientation: Flip or mirror the image.

J- IR Intensity: Adjust the camera IR level in 3 differentmanners.

K. Day & Night: Adjust the camera to detect the light level for different environments.

Light Sensor Mode: The image will turn black and white at night to keep a clear image. Toset light sensor
mode, appoint a lux standard of switching D/N. Current lux values in the menu are provided for reference.

Color Mode (Day): Recommended to use for day time.
B/W Mode (Night): Recommended to use for night time.

Times Mode: Set the values in Brightness, Contrast, Sharpness, and Denoise(2D) for both Day and
Night(IR ON) to be performed according to the time from Day time to Night time.
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The user can define when the Day time starts by filling in the digits such as 05:00 or 12:35. (Hours range:
0~23, minutes range: 0~59) If the time range is incorrect, a window will pop up to remind you. Same way
applies to filling the Night time.

Synchronize with DI input: The settings are adjusted according to the DI input functions.

Night to Day Lux: Available when Light Sensor Mode is set in Day & Nightdrop- down
menu.

m. Current Lux:
Display what lux value is the camera applied to.

2. Video Setting

a. Input Resolution

There are two kinds of Input Resolution (NTSC & PAL). Resolution ranges are limited to
streaming types. Choose Input Resolution type before choosing a streaming type to allow
different options.

Video Setting

Input Resolution: 2688x1520 (@ 30fps
Video System: NTSC

b.Streaming 1 Setting & Streaming 2 Setting:
Resolution range varies depending on the Input Resolution set in Video Setting. i. Basic

Mode:
Streaming 1 Setting
@ BasicMode @ Advanced Mode
Resolution: 2688x1520
Profile: Main

Quality-
Video Frame Rate:
Video Format:

RTSP Path: ex-risp://IP_Address/ Audio:6.711

When set in 2048X1536@30fps, The Resolution range: 2688x1536@30fps,
1600x1200@30fps, 1280x960@30fps, 800x600@30fps, 640X480@30fps,
320X240@30fps

Page | VIVD 0000 00000000000 000000 0000000000000 0000000000004 301 Fulling Mill Road, Suite G
Middletown, PA 17057

l] Iegrandﬁ (800) 223-4162

©Copyright 2016 by Legrand, Inc All Rights Reserved.

www.legrand.us



When set in 2688X1520@30fps, The Resolution range: 2688x1520@30fps,
1920x1080@30fps, 1280x720@30fps, 640x360@30fps

Profile: Chose from High, Main or Baseline.

Quality: There are 5 levels. Best/ High/ Standard/ Medium/ Low The higher the quality is, the
bigger the file size is and the more bandwidth is required.

Video Frame Rate: The video refresh rate per second.
Video Format: H.264 or JPEG

RTSP Path: RTSP output name

i. Advanced Mode: For Streaming 1 settings only. Streaming 2 is limitedto Basic mode
settings.
Streaming 1 Setting
® BasicMode @ Advanced Mode
Resolution: 2688x1520
Profile: Main
Bitrate Control Mode: ® CBR @ CVBR

ex-risp-/fIP_Address/ Audio:G.711

When set in 2048X1536@30fps, The Resolution range: 2688x1536@30fps,
1600x1200@30fps, 1280x960@30fps, 800x600@30fps, 640X480@30fps,
320X240@30fps

When set in 2688X1520@30fps, The Resolution range: 2688x1520@30fps,
1920x1080@30fps, 1280x720@30fps, 640x360@30fps

Bitrate Control Mode
There are CBR (Constant Bit Rate) and CVBR (Constrained Variable Bit Rate)

CBR
Video Birate 32Kbps~8Mbps: The higher the CBR is, the better the video quality is.
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CVBR

Video Quantitative 1(Low) ~10(High): The higher the compression rate, the lower the picture
quality is; vice versa. Avoid image breaking up or lagging by setting the bandwidth limit for
CVBR streaming.

Video Frame Rate: The video refresh rate per second.

GOP Size: It means "Group of Pictures". The higher the GOP s, the better the quality is.
Video Format: H.264 or JPEG

RTSP Path: RTSP output connecting path

iii. 3GPP Streaming mode:

3GPP Streaming Setting

© Open @ Close [Format=H_264)
Resolution: 320x240
Video Bitrate: 256Kbps
Video Frame Rate: 15 FPS
RTSP Path: v3

The RTSP here is separated from the RTSP settings in the "IP SETTINGs".3GPP Streaming
can still work even if you select "disabled" in the RTSP server option of IP Setting. Enable or
Disable 3GPP Streaming

RTSP Path: 3GPP output connecting path. If the IP address of your camera is 192.168.40.150,
and you key-in "3g" in the column, the 3GPP path will be rtsp://192.168.40.150/3g.
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Event List

Click m get into the administration page. Click Eo go back to the live video

page.

The IP Camera provides multiple event settings.

1. Event Setting
a. Motion Detection

B E-mail @ FTP B Saveto SDcard @ Samba

B E-mail @ FTP B Seve to SDcard B Samba

B E-mail @ FTP B Save to SDcard B Samba

apetiodoftimebetwconmrylwomo(iorsdcleded
B Based on the schedule

To enable motion detection, tick Area 1/2/3. Click Area 1/2/3 in Area Setting, and draw an area
on the preview screen. When motion is detected in the area, the word Motion! will be displayed
on the live screen. The camera will send a video or snapshot to specific mail addresses, trigger
the output device, or save video to FTP/ Micro SD card/ Samba depending on what the user

chooses.

Page | A5XXXXXXXKXXXHXXXHXXKHXKXXXHEXIXE XXX XXX XK XXX XXX XXXXXXXK 301 Fulling Mill Road, Suite G
Middletown, PA 17057

m IegrandG (800) 223-4162

©Copyright 2016 by Legrand, Inc All Rights Reserved.

www.legrand.us



By selecting save to SD card, the video or snapshot will be saved to the Micro SD card. Also, by
ticking E-mail/ FTP/ Samba on the Log option, the motion detection log will be sent to E-mail/

FTP/ Samba simultaneously.

*Subject: Type in the message you would receive when motion is detected. The default message
is “IP Camera Warning!”.

*Interval: For example, when selecting 10 sec, once the motion is detected and the action is
triggered, it cannot be triggered again within 10 seconds.

*Based on the schedule: When the option box is ticked, only during the selected schedule time
the motion detection is enabled.

b. Record File
Record File

File Format- AV Filefwith Record Time Setting] W

When an event occurs, the IP camera will record a video clip or take snapshot, and then send to
mail/ FTP/ Samba. Select the file format to be saved.

*AVI File (with Record Time Setting): Save AVI video file. The video length is according to the
value set in Record Time Setting.

*JPEG File (Single File with Interval Setting): Save single JPEG picture file when the event
occurs.

+JPEG Files (with Record Time Setting): Only when selecting "JPEG" in streaming 1 video format
of Video Setting, can this option can be enabled. Select this option to save several JPEG picture
files. The successive picture files cover a period of time according to the value set in Record Time
Setting.

c. Record Time Setting

Record Time Setting

Pre Alarm: 5 sec

When an event occurs, the IP camera can record a video clip or take a snapshot, and then send it
via mail/ FTP/ Samba. Select the video recording length before and after the event is detected.
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Aread: [Jemaa CIrp Cloutt MSaveto Socard [ Samba
Subject: IP Camesa Warning
Intesval '.:_;IOSec v ;\mamnmwmnwlymmlonsdmctet
T Basedonthe schedle™
Record File x
File Forma: VA Fl(with Record Time Seting)
Record Tume Satting ooy, © _—
PreMam: | | sec v| F&_asiﬂalm: Gsec v
' {

10sec”

Record 5 sec. before motion

and 5 sec. after motionto SD card  pacyase it's in the interval

This motion will not be recorded  Record 5 sec, before motion

MOTION!

and 5 sec. after motion to SD card

d. Network Dis-connected:
ork Dis-connected

Dis-connected: B Save to SD Card

The IP Cam will scan the network. The image will be recorded to the SD card after the IP Camera

detects network dis-connected, if set to “Save to SD card”.
e. Network IP Check:

® Enabled @ Disabled

30sec v

B Connection failed four times. Reboot IP Camera.
B Save to SD card

After enabling IP Check, the IP camera can check if the network server is connecting. If the IP

camera checking failed, the image will be recorded to the SD card.
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2. Schedule
a. Schedule: Tick the grids on the calendar to manage the days for scheduling.

. With schedule setup.
b. Snapshot:

o Snapshot: After enabling the snapshot function; the user can select the storage position of the

snapshot file, the interval time of the snapshot and the reserved file name of the snapshot.

® Enabled @ Disabled
Snapshot: B E-mail B FTP B SavetoSDcard B Samba
Interval: 10 Second|(s] [1_50000]
File Name: Snapshot
Schedule Profile: Profilel

Interval: Users can set the interval between two snapshots. File

Name: Enter the file name of your snapshot file.

o Restart IP Camera Automatically: Set up the time for IP camera to restart automatically

after ticking Restart to enable access.

o |P Camera Automatically Update: Set up the time for IP camera to automatically check

firmware and Update to the latestfirmware.
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4. Log List

Sort by System Logs, Motion Detection Logs and I/O Logs. In addition, System Logs and I/O Logs won'’t
lose data due to power failure. Choose All Logs to list out all the events from Motion Detection Logs to

/0 Logs.
All Log
=System= [2014/11/25 17:56:16 ] 192.168.23.65 login by admin.
<System= [ 2014/11/25 17:42:31] 192.168 23.65 login by admin.

<Mation Detection=
=Motion Detection=
<Motion Detection=
<Motion Detection=
<Motion Detection=

<Motion Detection=

[ 2014/11/25 17:32:28 ] Area 3 Mofion Detection.
[ 2014/11/25 17:32:28 ] Area 2 Motion Detection.
[ 2014/11/25 17:32:28 ] Area 1 Motion Detection.
[ 2014/11/25 17:18:49 ] Area 3 Motion Detection.
[ 2014/11/25 17:18:49 ] Area 2 Motion Detection.
[ 2014/11/25 17:13:41 ] Area 3 Motion Detection.

5. SD card

a. Playback

Please Insert the Micro SD card. Make sure to push the Micro SD card into the slot completely.

SD Card: << 965M / 966M >>
SD Management

Auto Deletion: | Off N |{Keep 1/ 21 31 4...days)

Format SD Card

* It only support FAT32 format for 5D card over 64G. Please format SD
card into FAT32 brfore installation.

Apply
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Click the date under the Playback title and a list of video files will pop up.

2014/11/26 Del

Time Video Event Type []
11:40:16 Motion Detection ]
11:53:42 Motion Detection ]

The video format is AVI. Click the video to start Microsoft Media Player to play it. To delete the video,
check it, then click "Del"

b. SD Management

Choosing “The 1st day” means the recoding file will be kept for one day. Example: It is five o'clock
now. If “The 1st day” is chosen, the files will be kept until five o’clock tomorrow. The oldest file will
be deleted if the Micro SD card is full.

SD Management

(Keep 1/ 2/ 3/ &._days)

Note : The use of the SD card will slightly affect the operation of the IP Camera, such as

affecting the frame rate of the video.

c. Copy to PC
You can insert the Micro SD card to the PC and read the files directly, or use FlashGet instead to

download the files from the IP camera. (In this way you do not need to pull out the Micro SD card
from the camera.)

To use FlashGet for downloading image and video data from the Micro SD card, please follow these
steps:
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Time Video
02:47:11 0247 11m.avi
17:18:30 171830m.avi
17:18:32 171832m.avi
17:18:33 171833m.avi

Open ——
Event Type [:I Open in new tab
Motion Detection S 4 .
Motion Detection | S
Motion Detection J
Motion Detection = Copy
Copy shortcut
[ _BSESEE PORCN STV NS SO ) |

(i) Enter data list and right-click “Files link daily”, select “save target as...” then save the link list to

PC.

(i) Open FlashGet, select "File" — "Import" — "Import list", and find the link list file you just saved.

The file name may be called “SD_list”.

[ HLC-1NC01
=5 HOEM_BTYPE_VB1.0.27_20120727_220146
R 1PInstallesENG

& Kiwi Application Monitor
(<]

e

File Edit View Mansge Tools Help ‘m= m:
New Download... F4
444 bateh downlosd. . o | eeEG: |G A Mozem @ [Q
Open Torrent... CttO . [EJ Google Chrome 2] nor. e

™ H.264_DVR_Quick_installation_Guide_al1633RK4D14_111206 [=
=

o3 Windows %ﬁif
] iR E RS

(2]

WREWAD: (D1«

EE0)]

EFAERID: (4 Files (%)

[¥]

(

e

Cull

Process Web Page File...

Ctel+ W

(iii) FlashGet will show you the link list, and you can tick the files you want to copy to your PC. Give
the directory path in the new download window, and remember to enable "Login to Server": key in

the IP Camera username and password.

_
i B [Aadnow download &
Notice: Only selected URL(s) will be added to job list. Right click mouse to customize. URL: ‘ hitp:#/192.168.1.71/avi/2012081002471 Lm avi J
Referrer: ‘ ‘
Tille URL
ER0247 mavi  hitpd192.168.1.71/avir201 2081002471 I avi Cotegory: i) Dowalosded vl
Bl 171830mavi  hitp://192.168.1.71/vit20120810/171830m.avi =
[Rj171832mavi  hetpi#192.168 1 71/svi20120810/171832m avi Swetor  [CADovalasds v] (Bove ]
[Vl Em171833mavi  hitp:i/192.168.1.71/avir20120810/171833m avi Rename:  02471lmavi | [Use Comment
Login to Server: Enable ShareUrl
Username: | admin []Open the File After Download
Password: | *eeKK Threads From main site ‘ 5 féj‘
Start
| [Immediatel [
(<] I J (2] | e ¥
(aivkop | [Sebor
[ Opt. ] Mark Highlight ] [ Choose ] ( OK | [ Cancel ] ‘
|
Sie
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(iv) Click OK to start download.

[Ed FlashGet
File Edit View Manage Tools Help
= & ol Poy
: G% @ “\Eg ¢ | Software “VI
3 Fe\f{ 3 start Pause Ef‘ Prop Up n  Open Dn’ (Lm Home ) = L R
FIVBS]\G&* - Name Size Completed Percent Elapsed Left Speed
g} Download b 171830mavi 237M [ 0% ] 00:00:10 235.86K
& ign Downloaded b 171832mavi 216M [ 0% ] 00:0009
\gf{Celeted b 17183mavi 1) — —

* FlashGet is free software that can be downloaded from the FlashGet official website. The
example above is based on FlashGet ver.1.9.6.

I.  Configuration 1:

ool

ADSL Modem
Internet

1. Real P
2. PPPoE

a. Internet Access: ADSL or Cable Modem
b. [P address: One real IP or one dynamicIP
C.  Only the IP Camera is connected to the internet
d.  Forfixed real IP, set up the IP address in the IP Camera. For dynamic IP, start PPPoE.
Page | Y4000 0000000000000 000000 0000000000000 00604 301 Fulling Mill Road, Suite G

Middletown, PA 17057

m Iegrandﬁ (800) 223-4162

©Copyright 2016 by Legrand, Inc All Rights Reserved.

www.legrand.us



[I.  Configuration 2:

F -
& Red IP -
2. PPPoE

R _——

- Aglrr
Swatch Hub ADSL Modem
Internet

1 Rea P

2 PPPoE

a. Internet Access: ADSL or Cable Modem
IP address: More than one real IP or one dynamic|P

IP Camera and PC connect to the internet

Device needed: Switch Hub.

® 2 o T

For fixed real IP, set up the IP address in the IP Camera and PC. For dynamic IP, start
PPPoOE.

lll.  Configuration 3:

ti‘l
Virtual IP
B __«
£ ﬁ

G 'P Shaning  ADSL Modem

Interneat

Virtual IP
a. Internet Access: ADSL or Cable Modem
b. [P address: one real IP or one dynamic IP
C. IP Camera and PC connect to the internet
d.  Device needed: IP sharing

e.  Use virtual IP, set up port forwarding in IP sharing.
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Factory Default

If you forget your password, please follow the steps to set the IP camera back to its factory default

state.

» Remove the power and Ethernet cable. Use a pin to press and hold the default button as shown in
the picture below.

« Connect the power back to the camera, and do not release the default button during the system boot

process. It will take around 30 seconds to boot the camera.

* Release the button when the camera finishes booting.

* Plug-in the Ethernet cable. Log back into the camera using the
user name: admin, password: admin.
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Universal Password

If you forgot the password of your IP camera, you can reset the camera to factory default, or follow the

procedure below to generate a universal password.
Note: Universal password will be valid only when you enable the function in User Management.

1. First, you need to know the IP address and MAC address of your IP camera. You can use IP

installer to scan the LAN, and see the IP address and MAC address on the side column.

(1P Tastallr ¥2 1 PR

Dewica lists:
Fervel Mame | P [l # Hatio © CACF

RAARAREARA 192, 162840.1R1 Earem |r
Jackson_B1AG 19216880050
1P Cameraiid 192168870104 = e A 4
Vides_Serverll 192 16&8P0.020
1P Cameral 31 192.168.870.131 = TV
THS B CAM 19216820187 Gatamsy P TT] 1 54
|P_Camcra 192, 1680E0.240
Vides_Server 192,168, 820,025 eE S s 4

i z M08 w1

o | t1 ]
NV BT am_T940 1921 680820.012 — TR TR R
031 “0E: 6
diit and find the Edimens

Seaxch Device

Tu Change Device Mame, 1P addreve, and Galewmy:

1.5elect the devies on the belt side,

2.Change netwsrk parsmeter on the right side.

J.Press Submé bution.

APress “Search Device™ fo re-search again.

5. Double dlick Se device o open i Euit

Or, if you already know the IP address of camera: Open the web browser, key in http:// (IP address)

IGetIPMAC.cgi and press enter. The IP address and MAC address will be displayed on browser.

- S N
(—}A & http://192.168.1.242/GetIPMAC.cgl

2. Find the .html file named Universal Password in CD-ROM. Click to openit.

e Universal Pasrword_V1 |
Chazie HTML Docudent
10 KB

3. Key in the camera IP address in the IP Address column and MAC address into the MAC
column, and then click encoder, spaces for the username and password will appear, as shown

in the picture below:
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192 168.1.200
00-0f0d-11:22-33

The universal username and password are generated from the IP address and MAC address you key-in,

so if you change the camera IP address the universal password changes, too.

4. Take the generated username and password. Use them to log into the camera.

Windows Security

The server 1521631 2¢7 3t 1P _Comero  requires 3 usemame and
password,

Waming: This server 18 requesting that your usemame and password be
sent in an insecure manner (Dasic authentication without a secure
connection).

Page | BBXXXXXXXXXHXXEXXEXXIHXIXHXIEXEXHXXHXXHXXEXXIXHXXHXKEXXIXHXKXXKXXKXXX

Hllegrand’

301 Fulling Mill Road, Suite G
Middletown, PA 17057
(800) 223-4162

©Copyright 2016 by Legrand, Inc All Rights Reserved.
www.legrand.us



5. Now you can login as administrator. Go to the User Management page. The use of universal

password does not affect the previous user setting, so the administrator account password does

not change until you edit it. Please click Edit to enter a new administrator password.

E1legrand

System System Information

I Ma I Ar pus User Login
User nagement
/£ User_Setting - Internet Explorer

Password [differs L

System Update

1P Setting

AN Setting

Page | 57 XXXXXXXXXKXXXHXEXKHXXKHXEXHKEXIHHXXKHXXXHXXKHXXKXXXXXXXXXXXX

[llegrand’

301 Fulling Mill Road, Suite G
Middletown, PA 17057
(800) 223-4162

©Copyright 2016 by Legrand, Inc All Rights Reserved.

www.legrand.us



Package Contents

Connect Plate

Quick Installation
Guide

~

IP Camera

Hex Wrench

Plate screw x2

o
cD
r’%‘ ) r%1 @ <
= B N
_é X
\n

é =

Screws x3 O-ring Wall Plug x3
&
; =4

» The CD includes user manual and software tools

301 Fulling Mill Road, Suite G
Middletown, PA 17057
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Micro SD Card Compatibility

The following are the recommended Micro SD Cards:

Transcend

SDHC class4 16GB

SD class4 16GB

SDHC class4 32GB

SD class4 32GB

SD class6 4GB

SDHC class6 4GB

SD class6 8GB

SDHC class6 8GB

SD class6 16GB

SDHC class6 16GB

SDHC class10 4GB

SDHC class10 8GB

SDHC class10 16GB

SDHC class 10 Max. 64GB

SanDisk

SDHC class4 8GB

SDHC class4 16GB

SDHC class4 32GB

SDHC class10 Max. 64GB
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